
Redefining Finance for the New Economy

September 2021

The DeFi Regulatory  
Challenge

The Digital Regulator



Table of Contents

Executive summary � 2 

1.	 DeFi’s Risks, Benefits,� 3 

	 and Regulatory Approaches

2.	 Other Noteworthy� 5 

	 Developments

3.	 Conclusion� 5

2

The Digital Regulator
September 2021

Authors
Mattia Rattaggi 
External Regulatory Analyst  
METI Advisory AG

Yves Longchamp 
Head of Research  
SEBA Bank AG

Contact
research@seba.swiss

Executive summary
DeFi is a new financial paradigm that generates significant benefits. As of 14 September 
2021, DeFi transactions were funded by no less than USD 88.7 billion. The risks associated 
with DeFi are also significant and amplified by its unregulated environment. Since 2017, the 
evolution of cryptofinance has shown that a regulatory approach that can provide certainty 
to the private sector, support innovation, and mitigate money laundering and investors’ risk 
can boost cryptocurrencies adoption. The same holds true for DeFi. The critical question 
is how to regulate DeFi. In this context, the current debate in the US suggests that the en-
forcement approach – the application of financial laws to DeFi – is ill-suited to achieve the 
intended goal, because it is built on the concept of centralised intermediary – which per 
definition is absent in DeFi. A prudential regulatory approach, focused on setting risk control 
and capital or liquidity boundaries on the private sector and actors, may be more conducive 
to the intended outcome, particularly when informed by a principle-based regulation. It will 
require a proactive stance from the DeFi sector and actors. Embedding RegTech solutions in 
smart contracts may constitute a constructive opportunity going forward. 

The last few weeks have offered several regulatory developments in the digital space. The 
roll-out of Central Bank Digital Currencies (CBDC) continues, with initiatives in Venezuela, 
Thailand. Australia, Singapore, Malaysia, and South Africa. The clampdown on the crypto-
exchange Binance started months ago in the US has had worldwide implications via ripple 
effects. Jurisdictions begin to shift their focus away from the specific case and undertake 
resolute actions by considering cryptoexchanges as a sector (South Korea) and formulate 
steps to bring cryptoexchanges within the regulatory perimeter (Spain, the US). Finally,  
India is reportedly poised to take an open stance on cryptocurrencies after years of defend-
ing its ban. 
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1.  
DeFi’s Risks, Benefits, and  
Regulatory Approaches
DeFi is a new financial paradigm that carries significant benefits over traditional finance 
and material risks that get amplified by the unregulated nature of the DeFi ecosystem. As 
of 14 September 2021, there were no less than USD 88.7 billion funding DeFi transactions. 
This section briefly characterises DeFi, presents a review on its main benefits and risks, and 
discusses the ongoing regulatory initiatives.

DeFi: What is it? 
•	 DeFi is the abbreviation for Decentralised Finance, that is, DeFi denotes finance without 
financial intermediaries. It takes the form of blockchain-based open-source protocols 
that allow individuals to perform peer-to-peer financial transactions. The transactions 
are implemented by smart contracts (computer programs that execute transactions in 
an autonomous way) that rely on cryptocurrencies, particularly stablecoins. The parties 
keep complete control of their assets via privately managed digital wallets. Hence, DeFi 
does not involve service providers either. In some cases, the parties are rewarded by the 
DeFi protocols with ‘governance tokens’, which are earned in exchange of engaging with 
the system and conducting transactions. The main categories of financial services made 
available through DeFi include exchanges (the trading of digital assets), derivatives trad-
ing, credit or lending, and asset management.

DeFi: Risks
•	 DeFi is full of risks. Operational risks include human (user) errors, smart contract vulnera-
bilities, hacking and cyberattacks, information technology failures, and various types of 
technological threats. Investors’ risks involve misleading information; frauds; a complete 
absence of consumer protection rules, including, more broadly, all types of risk mitigations 
associated with transacting with regulated financial intermediaries; and related controls 
and insurances. Asset risks are akin to the risks associated with cryptocurrencies and  
are observed in terms of heightened price volatility. Regulatory risk takes the form of the 
absence of recourse, given the unregulated nature of DeFi.

DeFi: Benefits
•	 DeFi generates significant benefits when compared to traditional finance. The DeFi appli-
cations improve the availability and inclusiveness of financial services. Services are de-
livered more efficiently through disintermediation and complete digitisation. Services are 
available 24/7, borderless. Their usage is comparatively easy due to high automation. The 
services provided have low entry costs for offerors and low operating costs for users. DeFi 
expands the possibilities of cryptoassets and their scope, thereby consolidating their role 
as a new asset class. DeFi services also deliver the benefit of blockchain technology, in 
particular transparency. 

DeFi: Regulatory Approaches
•	 In October 2020, the US Securities and Exchange Commission (SEC) emphasised on DeFi 
when discussing significant trends in the blockchain and cryptofinance spaces and noted 
the challenges faced by the prevailing US regulatory structure. By February 2021, it be-
came clear to the SEC that the US federal regulators were required to address DeFi and 
‘provide both legal clarity and the freedom to experiment so that DeFi can compete with 
CeFi [Centralised Finance] to offer investors financial services’1. Japan’s Financial Ser-
vices Agency also emphasised on the importance of formulating regulatory rules for DeFi 
in July 2021.

•	 In March 2021, the Financial Action Task Force (FATF) issued an update to its 2019 Guid-
ance on the risk-based approach to virtual assets (VAs) and virtual asset service provid-
ers (VASPs) for consultation. The consultation was concluded on 20 April 2021; the final 
revised Guidance will be issued in October 2021. The goal of the proposed updates is to 
broaden the definition of VA and extend the definition of VASP to ensure that all digital  
financial assets—including those transacted via DeFi—are captured by FATF standards. 
See our Digital Regulator issued on 12 May 2021 for further details on this topic.

Decentralised Finance (DeFi) 
generates benefits and is 
growing in importance.  
A regulatory endorsement is 
crucial for mass adoption. This 
might be achieved through  
the constructive cooperation 
between the private and offi-
cial sectors within the context 
of a prudential regulatory 
approach and the intelligent 
use of RegTech solutions.

1 	 https://www.sec.gov/news/speech/peirce-
atomic-trading-2021-02-22?utm_medium= 
email&utm_source=govdelivery

https://dailyhodl.com/2020/10/09/sec-commissioner-says-defi-has-potential-for-revolutionary-change-but-new-crypto-assets-may-be-securities/
https://www.sec.gov/news/speech/peirce-atomic-trading-2021-02-22?utm_medium=email&utm_source=govdelivery
https://ambcrypto.com/japan-calls-for-regulations-on-defis-benefits-and-opportunities/
https://www.fatf-gafi.org/media/fatf/documents/recommendations/March%202021%20-%20VA%20Guidance%20update%20-%20Sixth%20draft%20-%20Public%20consultation.pdf
C:\Users\Mattia\Documents\MATTIA\Fintech\Digital regulation\2021 September\Draft updated Guidance for a risk-based approach to virtual assets and VASPs


The Digital Regulator
September 2021

4

•	 Recently, the regulatory discussion on DeFi intensified in the US. The Chairman of the SEC 
intervened multiple times to reiterate the financial regulation’s core public policy goals—
focused on the investors’ and consumers’ protection, fighting illicit economic activities, 
and ensuring financial stability—even though the latter has not posed as a risk to crypto-
finance yet. The SEC believes that investors’ protection is lacking in cryptofinance, and 
there particularly exists a material gap in the DeFi space. Accordingly, the SEC has re-
quested the Congress for ‘additional authorities to prevent transactions, products, and 
platforms from falling between regulatory cracks’ and ‘more resources to protect investors 
in this growing and volatile sector’2. 

•	 Reportedly, the SEC has also taken concrete actions towards the entities associated with 
DeFi applications. Allegedly, the SEC has opened an investigation against Uniswap Labs— 
the main developer of the leading decentralised crypto trading protocol. The investigation 
would be focused on establishing how investors use Uniswap and how it is marketed. The 
SEC recently re-affirmed the commitment to get any platform implicated by the securities 
laws to work within the prevailing regime, independently from the platform being decen-
tralized or centralized.

The DeFi Challenge
•	 The DeFi Challenge—Regulators should provide certainty to the private sector actors and 
mitigate Anti-money Laundering (AML) and the investors’ risks without suffocating the na-
scent industry. If the regulators succeed in this endeavour, the adoption of DeFi would be 
promoted, delivering its benefits in a risk-controlled way. Attempting to regulate DeFi by 
enforcing the existing financial regulation may not be the most conducive way. As a case 
in point, regarding the situation prevailing in the US, Matt Levine explains that replacing 
‘smart contract’ with a ‘person’ in the description of DeFi would be equivalent to describ-
ing an investment contract (security) subject to the SEC regulation. However, not replacing 
‘smart contract’ with a ‘person’ in the description of DeFi, makes it most difficult to argue 
that the SEC regulation applies. The author concludes that ‘there is some genuine novelty 
in DeFi [and] it is really unlike the sorts of securities offerings that were on Congress’s mind 
when it passed the core U.S. securities laws in the 1930s’3. The regulatory challenge raised 
by DeFi is that the existing financial regulations are predicated on the existence of finan-
cial intermediaries. Accordingly, regulating DeFi through enforcement—applying existing 
financial laws to DeFi—is going to be much harder than regulating DeFi prudentially in the 
context of principle-based regulation. 

In conclusion, it is in the interest of the DeFi industry to work together and proactively with 
the regulatory authorities because such cooperation is a precondition for the innovative 
space to grow, be widely adopted, and generate benefits to the mass while ensuring the 
presence of AML controls and investors’ protection. The critical question is how to regulate 
DeFi. The enforcement approach - that is, the application of traditional detailed financial 
laws to DeFi - appears to be a difficult way to achieve the intended goal. The prudential 
regulatory process—focused on setting risk control and capital or liquidity boundaries on 
the private sector and actors—may be more conducive to the intended goal, particularly 
when based on a principle-based regulation. However, DeFi is antithetical to centralised 
intermediation. Therefore, the DeFi sector and actors need to be proactive and work  
together with the regulators. Regulators also need to be innovative. Embedding RegTech 
solutions in smart contracts may be a constructive way forward.

2 	 https://www.warren.senate.gov/imo/media/
doc/gensler_response_to_warren_-_crypto-
currency_exchanges.pdf

3 	 https://www.bloomberg.com/opinion/arti-
cles/2021-08-09/the-sec-has-some-crypto-
complaints

https://www.sec.gov/news/public-statement/gensler-aspen-security-forum-2021-08-03
https://www.warren.senate.gov/imo/media/doc/gensler_response_to_warren_-_cryptocurrency_exchanges.pdf
https://markets.businessinsider.com/news/currencies/uniswap-defi-exchange-crypto-sec-investigation-decentralized-finance-ethereum-dex-2021-09
https://uniswap.org/
https://www.bloomberg.com/opinion/articles/2021-08-09/the-sec-has-some-crypto-complaints
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2.  
Other Noteworthy Developments
The roll-out of CBDC continues across the globe.

•	 In October 2021, the Central Bank of Venezuela will roll-out a CBDC and launch an SMS-
based exchange system to facilitate payments and transfers among its users. 

•	 The Bank of Thailand disclosed the results of a study on the implications of issuing a retail 
CDBC. As per the study results, there lies the possibility that a retail CBDC may negatively 
affect monetary policy transmission or the existing financial institutions. 

• A group of central banks comprising Australia, Singapore, Malaysia, and South Africa an-
nounced a trial program to test cross-border payments employing different CBDCs. As
highlighted in the Digital Regulator of August 2021, the CBDC-based cross-border pay-
ment can be regarded as a crucial use-case for CBDCs if it wants to be an alternative to 
the Global Stablecoins.

The clampdown on cryptoexchange Binance started months ago in the US and has contin-
ued to generate ripple effects worldwide. Jurisdictions begin to shift their focus away from 
the specific case, take resolute actions towards cryptoexchanges, and take steps to bring 
cryptoexchanges under the regulatory perimeter.

• South Korea announced the closing of 11 cryptoexchanges and urged all cryptoexchang-
es to comply with the country’s regulation. 

• Spain is poised to roll-out a new registration process for cryptoexchanges. The venues will 
be required to register with the authorities, which should improve transparency and terror-
ism financing issues.

• The US SEC highlighted a risk for cryptoexchanges that may lead to the loss of public trust 
if they are not adequately regulated. It has asked the Congress for more power, such that 
it can govern this market. 

Cryptoregulation is being developed in Cuba and is taking a firmer direction in India.

• Cuba	has	joined	the	jurisdictions	that	promote	a	cryptoregulatory	framework	and	plans	to	
regulate	cryptocurrencies.	The	plan	is	to	establish	rules	for	the	use	of	VAs,	which	requires 
service providers to be licensed by the central bank. 

• India	is	poised	to	take	a	firm	and	open	stance	on	cryptocurrencies	after	years	of	defend-
ing	 its	ban.	According	to	the	finance	minister,	a	bill	 is	being	prepared	that	will	 regulate 
cryptocurrency in the country. 

3.  
Conclusion
DeFi is a new financial paradigm that carries not only several potential benefits, but also 
material risks. Therefore, its regulation is unavoidable to get its services broadly adopted. 
Regulating DeFi is complicated because the fundamental proposition of financial regulation 
is the existence of financial intermediaries; however, as per the definition, DeFi excludes such 
intermediaries. Accordingly, a new regulatory approach that does not assume the existence 
of a centralised intermediary is needed, which involves cooperation between the private and 
official sectors. Principle-based legislative frameworks are likely to accommodate DeFi bet-
ter than detailed regulatory structures. A prudential regulatory approach will succeed better 
than an enforcement approach to regulating DeFi. Finally, the highly automated nature of 
the smart contracts that lie at the core of DeFi protocols may present a regulatory opportu-
nity in terms of RegTech in the form of automated compliance programs. 

https://cointelegraph.com/news/venezuela-to-launch-cbdc-in-october-and-cut-six-zeros-from-its-currency
https://coinnounce.com/bank-of-thailand-publishes-a-new-report-on-future-cbdc/
https://cryptopotato.com/australia-singapore-malaysia-and-south-africa-to-conduct-a-mutual-cbdc-project-report/
https://news.bitcoin.com/korean-regulator-to-shut-down-11-cryptocurrency-exchanges-regulatory-deadline/
https://ambcrypto.com/spain-here-are-the-latest-regulatory-requirements-for-crypto-exchanges/
https://coinnounce.com/us-sec-chief-says-cryptocurrency-platforms-can-not-survive-without-regulations/
https://www.theblockcrypto.com/linked/115879/cuban-government-says-it-plans-to-regulate-cryptocurrencies
https://www.livebitcoinnews.com/new-bill-introduced-in-india-that-would-regulate-not-ban-crypto/
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Disclaimer

This document has been prepared by SEBA Bank AG (“SEBA”) in Switzerland. SEBA is a Swiss bank and securities dealer with its Head Office and legal domicile in Switzerland. It is authorized 
and regulated by the Swiss Financial Market Supervisory Authority (FINMA). This document is published solely for information purposes; it is not an advertisement nor is it a solicitation or 
an offer to buy or sell any financial investment or to participate in any particular investment strategy. It is not directed to, or intended for distribution to or use by, any person or entity who 
is a citizen or resident of or located in any locality, state, country or other jurisdiction where such distribution, publication, availability or use would be contrary to law or regulation or would 
subject SEBA to any registration or licensing requirement within such jurisdiction. 

No representation or warranty, either express or implied, is provided in relation to the accuracy, completeness or reliability of the information contained in this document, except with 
respect to information concerning SEBA. The information is not intended to be a complete statement or summary of the financial investments, markets or developments referred to in the 
document. SEBA does not undertake to update or keep current the information. Any statements contained in this document attributed to a third party represent SEBA‘s interpretation of the 
data, information and/or opinions provided by that third party either publicly or through a subscription service, and such use and interpretation have not been reviewed by the third party. 

Any prices stated in this document are for information purposes only and do not represent valuations for individual investments. There is no representation that any transaction can or 
could have been effected at those prices, and any prices do not necessarily reflect SEBA’s internal books and records or theoretical model-based valuations and may be based on certain 
assumptions. Different assumptions by SEBA or any other source may yield substantially different results. 

Nothing in this document constitutes a representation that any investment strategy or investment is suitable or appropriate to an investor’s individual circumstances or otherwise consti-
tutes a personal recommendation. Investments involve risks, and investors should exercise prudence and their own judgment in making their investment decisions. Financial investments 
described in the document may not be eligible for sale in all jurisdictions or to certain categories of investors. Certain services and products are subject to legal restrictions and cannot 
be offered on an unrestricted basis to certain investors. Recipients are therefore asked to consult the restrictions relating to investments, products or services for further information. Fur-
thermore, recipients may consult their legal/tax advisors should they require any clarifications. SEBA and any of its directors or employees may be entitled at any time to hold long or short 
positions in investments, carry out transactions involving relevant investments in the capacity of principal or agent, or provide any other services or have officers, who serve as directors, 
either to/for the issuer, the investment itself or to/for any company commercially or financially affiliated to such investment. 

At any time, investment decisions (including whether to buy, sell or hold investments) made by SEBA and its employees may differ from or be contrary to the opinions expressed in SEBA 
research publications. 

Some investments may not be readily realizable since the market is illiquid and therefore valuing the investment and identifying the risk to which you are exposed may be difficult to 
quantify. Investing in digital assets including crypto assets as well as in futures and options is not suitable for every investor as there is a substantial risk of loss, and losses in excess of an 
initial investment may under certain circumstances occur. The value of any investment or income may go down as well as up, and investors may not get back the full amount invested. Past 
performance of an investment is no guarantee for its future performance. Additional information will be made available upon request. Some investments may be subject to sudden and 
large falls in value and on realization you may receive back less than you invested or may be required to pay more. Changes in foreign exchange rates may have an adverse effect on the 
price, value or income of an investment. Tax treatment depends on the individual circumstances and may be subject to change in the future. 

SEBA does not provide legal or tax advice and makes no representations as to the tax treatment of assets or the investment returns thereon both in general or with reference to specific 
investor’s circumstances and needs. We are of necessity unable to take into account the particular investment objectives, financial situation and needs of individual investors and we would 
recommend that you take financial and/or tax advice as to the implications (including tax) prior to investing. Neither SEBA nor any of its directors, employees or agents accepts any liability 
for any loss (including investment loss) or damage arising out of the use of all or any of the Information provided in the document. 

This document may not be reproduced or copies circulated without prior authority of SEBA. Unless otherwise agreed in writing SEBA expressly prohibits the distribution and transfer of 
this document to third parties for any reason. SEBA accepts no liability whatsoever for any claims or lawsuits from any third parties arising from the use or distribution of this document.

Research will initiate, update and cease coverage solely at the discretion of SEBA. The information contained in this document is based on numerous assumptions. Different assumptions 
could result in materially different results. SEBA may use research input provided by analysts employed by its affliate B&B Analytics Private Limited, Mumbai. The analyst(s) responsible for 
the preparation of this document may interact with trading desk personnel, sales personnel and other parties for the purpose of gathering, applying and interpreting market information 
The compensation of the analyst who prepared this document is determined exclusively by SEBA.
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Austria: SEBA is not licensed to conduct banking andfinancial activities in Austria nor is SEBA supervised by the Austrian Financial Market Authority (Finanzmarktaufsicht), to which this 
document has not been submitted for approval. France: SEBA is not licensed to conduct banking and financial activities in France nor is SEBA supervised by French banking and financial 
authorities. Italy: SEBA is not licensed to conduct banking and financial activities in Italy nor is SEBA supervised by the Bank of Italy (Banca d’Italia) and the Italian Financial Markets Su-
pervisory Authority (CONSOB - Commissione Nazionale per le Società e la Borsa), to which this document has not been submitted for approval. Germany: SEBA is not licensed to conduct 
banking and financial activities in Germany nor is SEBA supervised by the German Federal Financial Services Supervisory Authority (Bundesanstalt für Finanzdienstleistungsaufsicht), to 
which this document has not been submitted for approval. Hong-Kong: SEBA is not licensed to conduct banking and financial activities in Hong-Kong nor is SEBA supervised by banking 
and financial authorities in Hong-Kong, to which this document has not been submitted for approval. This document is not directed to, or intended for distribution to or use by, any person 
or entity who is a citizen or resident of or located in Hong-Kong where such distribution, publication, availability or use would be contrary to law or regulation or would subject SEBA to any 
registration or licensing requirement within such jurisdiction. This document is under no circumstances directed to, or intended for distribution, publication to or use by, persons who are not 
“professional investors” within the meaning of the Securities and Futures Ordinance (Chapter 571 of the Laws of Hong Kong) and any rules made thereunder (the “SFO”). Netherlands: This 
publication has been produced by SEBA, which is not authorised to provide regulated services in the Netherlands. Portugal: SEBA is not licensed to conduct banking and financial activities 
in Portugal nor is SEBA supervised by the Portuguese regulators Bank of Portugal “Banco de Portugal” and Portuguese Securities Exchange Commission “Comissao do Mercado de Valores 
Mobiliarios”. Singapore: SEBA is not licensed to conduct banking and financial activities in Singapore nor is SEBA supervised by banking and financial authorities in Singapore, to which 
this document has not been submitted for approval. This document was provided to you as a result of a request received by SEBA from you and/or persons entitled to make the request on 
your behalf. Should you have received the document erroneously, SEBA asks that you kindly destroy/delete it and inform SEBA immediately. This document is not directed to, or intended 
for distribution to or use by, any person or entity who is a citizen or resident of or located in Singapore where such distribution, publication, availability or use would be contrary to law or 
regulation or would subject SEBA to any registration or licensing requirement within such jurisdiction. This document is under no circumstances directed to, or intended for distribution, pub-
lication to or use by, persons who are not accredited investors, expert investors or institutional investors as declned in section 4A of the Securities and Futures Act (Cap. 289 of Singapore) 
(“SFA”). UK: This document has been prepared by SEBA Bank AG (“SEBA”) in Switzerland. SEBA is a Swiss bank and securities dealer with its head offce and legal domicile in Switzerland. It 
is authorized and regulated by the Swiss Financial Market Supervisory Authority (FINMA). This document is for your information only and is not intended as an offer, or a solicitation of an 
offer, to buy or sell any investment or other specific product.

SEBA is not an authorised person for purposes of the Financial Services and Markets Act (FSMA), and accordingly, any information if deemed a financial promotion is provided only to 
persons in the UK reasonably believed to be of a kind to whom promotions may be communicated by an unauthorised person pursuant to an exemption under the FSMA (Financial Promo-
tion) Order 2005 (the “FPO”). Such persons include: (a) persons having professional experience in matters relating to investments (“Investment Professionals”) and (b) high net worth bodies 
corporate, partnerships, unincorporated associations, trusts, etc. falling within Article 49 of the FPO (“High Net Worth Businesses”). High Net Worth Businesses include: (i) a corporation 
which has called-up share capital or net assets of at least GBP 5 million or is a member of a group in which includes a company with called-up share capital or net assets of at least GBP 5 
million (but where the corporation has more than 20 shareholders or it is a subsidiary of a company with more than 20 shareholders, the GBP 5 million share capital / net assets requirement 
is reduced to GBP 500,000); (ii) a partnership or unincorporated association with net assets of at least GBP 5 million and (iii) a trustee of a trust which has had gross assets (i.e. total assets 
held before deduction of any liabilities) of at least GBP 10 million at any time within the year preceding the promotion. Any financial promotion information is available only to such persons, 
and persons of any other description in the UK may not rely on the information in it. Most of the protections provided by the UK regulatory system, and compensation under the UK Financial 
Services Compensation Scheme, will not be available.
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