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Abstract

The Financial Action Task Force (FATF) will review in June 2020 the state of adoption and
implementation of the anti-money laundering (AML) standard for virtual assets (VAs) and virtual asset
service providers (VASPs) issued in June 2019. This includes the so-called Travel Rule, conceived to
extend to VAs and VASPs the quality of transactional compliance achieved in the fiat transactions
world with the SWIFT messaging system. The industry is currently dealing with the daunting task of
creating the technology needed to enable full compliance. More time is needed to bring it to market
and see it adopted. The regulators should be pragmatic during the transition phase and focus on
creating a level playing field in order to minimise arbitrage opportunities. The industry will benefit
materially from swift and seamless compliance because the Travel Rule establishes a distinction - in
terms of compliance quality - between ubiquitously accepted fiat transactions and still largely

mistrusted cryptofinance transactions.

Amongst the regulatory developments of the past few weeks, we highlight analyses from international
and national regulators concerning retail central bank digital currency (CDBC) and analyses related to

stablecoins.

Swift compliance with the FATF Travel Rule is
desirable but challenging to attain

In June 2019, the FATF extended to digital and crypto transactions the standards
applicable to traditional banking transactions and typically complied with through the
SWIFT messaging system. Rapid compliance is key to preventing money laundering activity
via VAs and is desirable to enhance trust in the underlying blockchain technology and the
cryptofinance applications it supports. These results will be achieved only if an
international level playing field is ensured. Timing is of essence, and depends on when the
required technology is made available. Initiatives are underway, including in particularin
the Crypto Valley in Switzerland. It is however unlikely that operational readiness will be

achieved by June 2020, when the FATF will review the state of play.
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‘/ The nature of the Travel Rule: The FATF, established in 1989 by the G7, implemented a
comprehensive action plan to fight money laundering as early as 1990. Today, under

the leadership of the G20, the FATF counts 39 member states and over 200 nations
committed to implementing its 40 recommendations'™kL, In June 2019, the FATF
adopted changes to the Interpretative Note "k to Recommendation #15 (dealing with
new technologies) to clarify how the Recommendation should apply in relation to VAs?!

and VASPs2. Among others, Interpretative Note 15 summarises the new requirements
relating to Recommendation #16 (applicable to wire transfers - also known as the
Travel Rule). Recommendation #16 now requires any VA transfer (minimum of USD/EUR

1,000) between a VASP and any other obliged entities to share
1. the originator’s name,
2. the originator’s account number,

3. the originator’s physical address, national identity number or customer

identification number, or date and place of birth,
4. the beneficiary’s name, and

5. the beneficiary’s account number.

Moreover, VASPs must be registered or licensed in the FATF member states and subject to
the five-year records retention obligation. Lastly, the rule excludes transfers to and from
unregulated wallet providers. In a nutshell, the Interpretative Note extends the traditional

banking transaction regulations to digital and crypto transactions.

' Swift and seamless adoption: The FATF anticipated the monitoring of the
implementation of the new requirements by countries and service providers and has
informed its members that it would conduct a twelve-month review in June 2020.
Countries have proceeded at different speeds in incorporating the rules into their
national legislation and have also introduced variations to the rules. Thus, for instance,
Switzerland does not allow exceptions related to unregulated wallets or minimum

amount thresholds for transactions involving money transmission. The EU included the
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FATF rule in its Fifth Anti-Money Laundering Directive, which was recognized "kl
lagging behind the international standard (regarding the scope of VAs and VASPs).
Asian countries such as Singapore, Japan and South Korea have also taken action to
incorporate the FATF rules into their legal frameworks. Swift implementation is key to
preventing money laundering activity via VAs. The implementation must however also
be widespread and seamless to prevent creating loopholes and arbitrage possibilities
that would lower the effectiveness of the measure. Swift, full compliance is desirable
because it will enhance trust in the underlying blockchain technology, its use and the

cryptofinance applications it supports.

v The compliance challenge: Complying with the Travel Rule requires mirroring in the

digital and crypto space the SWIFT transfers of data characterising transactions

involving traditional financial instruments. As FINMA'PkL put it in August 2019,
consistent with the FATF, it expects “information about the client and the beneficiary
to be transmitted with token transfers in the same way as for bank transfers”. The
technical challenge is to ensure immediate and secure transmission of such
information. Of course, secure e-mail could be used and would meet all the criteria for
secure and immediate transfer. But the financial community needs a more effective
and scalable solution than bilateral e-mail exchange. No such system currently exists.
Until the technical hurdle is overcome, regulators should demonstrate flexibility,
pragmatism and proactivity in order not to negatively affect or unduly restrict the

development of the nascent innovative digital and crypto finance.

v The Swiss Crypto Valley approach: The months following the changes made to the
Interpretative Note to Recommendation 15 have witnessed many initiatives aimed at
providing compliance solutions. In Switzerland’s Crypto Valley, a handful of companies
came together under the name of OpenVASP to develop a compliance protocol based
on a set of principles including decentralisation and openness, technological
agnosticism, privacy by design, broad applicability, extensibility and efficiency of use.
The authorities have been proactive in seeking dialogue with industry participants
focused on early recognition of technically-driven compliance gaps in view of
reviewing the Anti-Money Laundering Ordinance. The OpenVASP initiative is

commendable particularly because it aims to preserve the decentralised nature of
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crypto-assets and the client data confidentiality of the transactions (via full

encryption). The material results are expected during 2020.

In sum, the FATF Travel Rule, even if criticised by the industry at the time of its
pronouncement, is pivotal for the future of cryptofinance because it establishes - in terms
of compliance quality - a distinction between ubiquitously accepted fiat transactions and
still largely mistrusted cryptofinance transactions. National regulators should proactively
assist the process of defining and implementing the required technical solution, and work

towards achieving a level playing field internationally with regard to content and timing.

Other noteworthy developments

The Bank for International Settlements (BIS) communicated its views on the design of a
retail CBDC. The Bank of England (BoE) followed suit with an analysis of opportunities and
challenges of retail CBDC. This may indicate that the timing for the first retail CBCD could

be nearer than anticipated.

v The BIS!inkl sketched out some key technological design considerations for a retail
CBDC in the event that a central bank decided to issue one. In particular, the design
needs to balance the credibility of direct claims on the central bank with the benefits
of using payment intermediaries. The retail CBDC must be secure and accessible, offer

cash-like convenience and safeguard privacy.

v/ The BoE'"k! analysed retail CBDC, highlighting opportunities in terms of a more
resilient payments landscape, characterised by faster, more efficient and reliable
payments, and addressing the consequences of a decline in the use of physical cash.
The BoE however also points to policy challenges and risks, including implications for
the balance sheets of commercial banks and the BoE, for the amount of credit
provided by banks to the wider economy, and for how it implements monetary policy

and supports financial stability.


https://test.seba.swiss/research/Crypto-AML-a-complex-but-worthy-compliance-effort/#link1
https://test.seba.swiss/research/Crypto-AML-a-complex-but-worthy-compliance-effort/#link1

Crypto AML: a complex but worthy compliance effort SEBA Bank AG

India has written history by lifting the banking ban on crypto. This opens up a huge crypto

market.

v in April 2018, the Reserve Bank of India (RBI) issued a circular banning banks from
providing services to crypto businesses. In March 2020, the Supreme Court of India
ruled against the RBI’s banking ban, holding the circular which places a ban on the

crypto industry as unconstitutional.

10SCO joined the Financial Stability Board and other international standard setters in
examining stablecoins. The BoE expressed concern that the credit supply could dry up if

stablecoins began to mushroom.

v The I0SCO' "kl published a report entitled Global Stablecoin Initiatives that examines
the regulatory issues arising from the use of global stablecoins and explores how
existing IOSCO principles and standards could apply to these arrangements. The
report finds that, depending on its structure, a global stablecoin may fall within the

regulatory framework of securities markets.

v/ The BoE!"I warned that, in a world where people move from holding all or much of the
money now in ‘current accounts’ at banks to holding it in ‘stablecoin’ in virtual ‘wallets’
provided by non-banks, the supply of credit to the real economy through the banking

system could become weaker or even disappear.

The FATF took stock of the growth in digital transactions and issued a standard for the use

of digital identity systems in the context of customer due diligence.

v The FATFIInk! has published guidelines to assist governments, regulated entities and
other relevant stakeholders in determining how digital ID systems can be used to
conduct certain aspects of customer due diligence under FATF Recommendation 10.
The FATF is convinced that the growth in digital financial transactions requires a better
understanding of how individuals are being identified and verified in the world of

digital financial services.
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Conclusion

The maturity, sustainability and development of cryptofinance depends crucially on the
broader financial community accepting the credibility of its underlying processes.
Compliance with the FATF Travel Rule is a daunting task, yet worth the investment because

it will deliver precisely such credibility in the area of cryptofinance transactions.

The flow of news over the past few weeks has shown that top national and international
regulators are focusing their analyses on retail CBDC and on providing the correct

framework for stablecoins.

1 VAs are defined as a digital representation of value that can be digitally traded or transferred and used for

payment or investment purposes. The definition excludes digital representations of fiat currencies.

2 VASPs are defined as any natural or legal person who as a business conducts activities or operations for or on
behalf of another natural or legal person including the exchange between VA and fiat currencies, the exchange
between one or more forms of VA, the transfer of VAs, the safekeeping and/or administration of VAs or instruments
enabling control over VAs, and the participation in and provision of financial services related to an issuer’s offer

and/or sale of a VA.
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This document has been prepared by SEBA Bank AG (“SEBA”) in Switzerland. SEBA is a Swiss bank and securities dealer with its head office and legal domicile in
Switzerland. It is authorized and regulated by the Swiss Financial Market Supervisory Authority (FINMA). This document is published solely for information
purposes; it is not an advertisement nor is it a solicitation or an offer to buy or sell any financial investment or to participate in any particular investment
strategy. This document is for distribution only under such circumstances as may be permitted by applicable law. It is not directed to, or intended for
distribution to or use by, any person or entity who is a citizen or resident of or located in any locality, state, country or other jurisdiction where such distribution,
publication, availability or use would be contrary to law or regulation or would subject SEBA to any registration or licensing requirement within such jurisdiction.

No representation or warranty, either express or implied, is provided in relation to the accuracy, completeness or reliability of the information contained in this
document, except with respect to information concerning SEBA. The information is not intended to be a complete statement or summary of the financial
investments, markets or developments referred to in the document. SEBA does not undertake to update or keep current the information. Any statements
contained in this document attributed to a third party represent SEBA's interpretation of the data, information and/or opinions provided by that third party
either publicly or through a subscription service, and such use and interpretation have not been reviewed by the third party.

Any prices stated in this document are for information purposes only and do not represent valuations for individual investments. There is no representation that
any transaction can or could have been effected at those prices, and any prices do not necessarily reflect SEBA’s internal books and records or theoretical
model-based valuations and may be based on certain assumptions. Different assumptions by SEBA or any other source may yield substantially different results.

Nothing in this document constitutes a representation that any investment strategy or investment is suitable or appropriate to an investor’s individual
circumstances or otherwise constitutes a personal recommendation. Investments involve risks, and investors should exercise prudence and their own judgment
in making their investment decisions. Financial investments described in the document may not be eligible for sale in all jurisdictions or to certain categories of
investors. Certain services and products are subject to legal restrictions and cannot be offered on an unrestricted basis to certain investors. Recipients are
therefore asked to consult the restrictions relating to investments, products or services for further information. Furthermore, recipients may consult their
legal/tax advisors should they require any clarifications. SEBA and any of its directors or employees may be entitled at any time to hold long or short positions
in investments, carry out transactions involving relevant investments in the capacity of principal or agent, or provide any other services or have officers, who
serve as directors, either to/for the issuer, the investment itself or to/for any company commercially or financially affiliated to such investment.

At any time, investment decisions (including whether to buy, sell or hold investments) made by SEBA and its employees may differ from or be contrary to the
opinions expressed in SEBA research publications.

Some investments may not be readily realizable since the market is illiquid and therefore valuing the investment and identifying the risk to which you are
exposed may be difficult to quantify. Investing in digital assets including cryptocurrencies as well as in futures and options is not suitable for every investor as
there is a substantial risk of loss, and losses in excess of an initial investment may under certain circumstances occur. The value of any investment or income
may go down as well as up, and investors may not get back the full amount invested. Past performance of an investment is no guarantee for its future
performance. Additional information will be made available upon request. Some investments may be subject to sudden and large falls in value and on
realization you may receive back less than you invested or may be required to pay more. Changes in foreign exchange rates may have an adverse effect on the
price, value or income of an investment. Tax treatment depends on the individual circumstances and may be subject to change in the future.

SEBA does not provide legal or tax advice and makes no representations as to the tax treatment of assets or the investment returns thereon both in general or
with reference to specific investor’s circumstances and needs. We are of necessity unable to take into account the particular investment objectives, financial
situation and needs of individual investors and we would recommend that you take financial and/or tax advice as to the implications (including tax) prior to
investing. Neither SEBA nor any of its directors, employees or agents accepts any liability for any loss (including investment loss) or damage arising out of the
use of all or any of the Information provided in the document.

This document may not be reproduced or copies circulated without prior authority of SEBA. Unless otherwise agreed in writing SEBA expressly prohibits the
distribution and transfer of this document to third parties for any reason. SEBA accepts no liability whatsoever for any claims or lawsuits from any third parties
arising from the use or distribution of this document.

Research will initiate, update and cease coverage solely at the discretion of SEBA. The information contained in this document is based on numerous
assumptions. Different assumptions could result in materially different results. SEBA may use research input provided by analysts employed by its affiliate B&B
Analytics Private Limited, Mumbai. The analyst(s) responsible for the preparation of this document may interact with trading desk personnel, sales personnel
and other parties for the purpose of gathering, applying and interpreting market information The compensation of the analyst who prepared this document is
determined exclusively by SEBA.

Austria: SEBA is not licensed to conduct banking and financial activities in Austria nor is SEBA supervised by the Austrian Financial Market Authority
(Finanzmarktaufsicht), to which this document has not been submitted for approval. France: SEBA is not licensed to conduct banking and financial activities in
France nor is SEBA supervised by French banking and financial authorities. Italy: SEBA is not licensed to conduct banking and financial activities in Italy nor is
SEBA supervised by the Bank of Italy (Banca d’Italia) and the Italian Financial Markets Supervisory Authority (CONSOB - Commissione Nazionale per le Societd
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e la Borsa), to which this document has not been submitted for approval. Germany: SEBA is not licensed to conduct banking and financial activities in Germany
nor is SEBA supervised by the German Federal Financial Services Supervisory Authority (Bundesanstalt fiir Finanzdienstleistungsaufsicht), to which this
document has not been submitted for approval. Hong-Kong: SEBA is not licensed to conduct banking and financial activities in Hong-Kong nor is SEBA
supervised by banking and financial authorities in Hong-Kong, to which this document has not been submitted for approval. This document is not directed to, or
intended for distribution to or use by, any person or entity who is a citizen or resident of or located in Hong-Kong where such distribution, publication,
availability or use would be contrary to law or regulation or would subject SEBA to any registration or licensing requirement within such jurisdiction. This
document is under no circumstances directed to, or intended for distribution, publication to or use by, persons who are not “professional investors” within the
meaning of the Securities and Futures Ordinance (Chapter 571 of the Laws of Hong Kong) and any rules made thereunder (the “SFO”). Netherlands: This
publication has been produced by SEBA, which is not authorised to provide regulated services in the Netherlands. Portugal: SEBA is not licensed to conduct
banking and financial activities in Portugal nor is SEBA supervised by the Portuguese regulators Bank of Portugal “Banco de Portugal” and Portuguese
Securities Exchange Commission “Comissao do Mercado de Valores Mobiliarios”. Singapore: SEBA is not licensed to conduct banking and financial activities in
Singapore nor is SEBA supervised by banking and financial authorities in Singapore, to which this document has not been submitted for approval. This
document was provided to you as a result of a request received by SEBA from you and/or persons entitled to make the request on your behalf. Should you have
received the document erroneously, SEBA asks that you kindly destroy/delete it and inform SEBA immediately. This document is not directed to, or intended for
distribution to or use by, any person or entity who is a citizen or resident of or located in Singapore where such distribution, publication, availability or use would
be contrary to law or regulation or would subject SEBA to any registration or licensing requirement within such jurisdiction. This document is under no
circumstances directed to, or intended for distribution, publication to or use by, persons who are not accredited investors, expert investors or institutional
investors as defined in section 4A of the Securities and Futures Act (Cap. 289 of Singapore) (“SFA”). UK: This document has been prepared by SEBA Bank AG
(“SEBA”) in Switzerland. SEBA is a Swiss bank and securities dealer with its head office and legal domicile in Switzerland. It is authorized and regulated by the
Swiss Financial Market Supervisory Authority (FINMA). This document is for your information only and is not intended as an offer, or a solicitation of an offer, to
buy or sell any investment or other specific product.

SEBA is not an authorised person for purposes of the Financial Services and Markets Act (FSMA), and accordingly, any information if deemed a financial
promotion is provided only to persons in the UK reasonably believed to be of a kind to whom promotions may be communicated by an unauthorised person
pursuant to an exemption under the FSMA (Financial Promotion) Order 2005 (the “FPO”). Such persons include: (a) persons having professional experience in
matters relating to investments (“Investment Professionals”) and (b) high net worth bodies corporate, partnerships, unincorporated associations, trusts, etc.
falling within Article 49 of the FPO (“High Net Worth Businesses”). High Net Worth Businesses include: (i) a corporation which has called-up share capital or net
assets of at least £5 million or is a member of a group in which includes a company with called-up share capital or net assets of at least £5 million (but where the
corporation has more than 20 shareholders or it is a subsidiary of a company with more than 20 shareholders, the £5 million share capital / net assets
requirement is reduced to £500,000); (i) a partnership or unincorporated association with net assets of at least £5 million and (jii) a trustee of a trust which has
had gross assets (i.e. total assets held before deduction of any liabilities) of at least £10 million at any time within the year preceding the promotion. Any
financial promotion information is available only to such persons, and persons of any other description in the UK may not rely on the information in it. Most of
the protections provided by the UK regulatory system, and compensation under the UK Financial Services Compensation Scheme, will not be available.
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